


Village of Golf Manor Cybersecurity Policy
Introduction

This cybersecurity policy outlines the measures and protocols established by the Village of Golf Manor, Ohio (the “Village”) to protect its data and IT resources, pursuant to Ohio Revised Code 9.64. The purpose of this policy is to ensure the confidentiality, integrity, and availability of information assets, protect against unauthorized access, and manage cybersecurity risks effectively. 

Scope

This policy applies to all Village information systems, data, and IT resources, and to all employees, contractors, and third-party service providers with access to these systems and data.

Definitions

1. Cybersecurity Incident: Any event resulting in a substantial loss of confidentiality, integrity, or availability of Village’s information systems or networks; a serious impact on operational safety and resiliency; a disruption of business operations or delivery of services; or unauthorized access to systems or nonpublic information, including incidents caused by third-party providers or supply chain compromise.

2. Ransomware Incident: A malicious event in which software gains unauthorized access to or encrypts, modifies, or renders unavailable Village’s IT systems or data, followed by a ransom demand to prevent publication, restore access, or otherwise remediate the impact of the software.

Administrative Safeguards

1. Cybersecurity Program Implementation: The Village has established and maintains a cybersecurity program that aligns with the NIST Cybersecurity Framework and the Center for Internet Security controls. This program is designed to identify critical functions and risks, assess the potential impact of breaches, and specify threat detection mechanisms, recovery measures, and training protocols. 

2. Employee Training: Cybersecurity training will be provided annually and tailored to the specific roles and responsibilities of each employee. The frequency, duration, and content of training will correspond to job duties, in accordance with Ohio law and guidance from the Ohio Persistent Cyber Initiative (O-PCI).  Contractors and third-party providers shall, by contract, be required to demonstrate compliance with equivalent cybersecurity training or security standards.

3. Oversight: The Village Administrator is designated as the owner of the cybersecurity program and is responsible for its implementation and oversight. The Village Council, as the legislative authority, shall formally adopt and annually review this program.

Technical Safeguards

1. Incident Response Procedures: The Village has established a documented Incident Response Plan to ensure timely and effective communication and containment of cybersecurity incidents. These procedures shall include clear escalation steps, identification of responsible officials, communication channels, and specific timelines. They shall also provide for repair of infrastructure and maintenance of security after an incident.

2. Threat Detection and Mitigation: The Village cybersecurity program includes mechanisms for threat detection and mitigation to safeguard data, IT, and IT resources.  These mechanisms include, but are not limited to, system monitoring, vulnerability scanning, tested backups, and endpoint protection tools.

Physical Safeguards

1. Access Control: Physical access to the Village’s IT resources is restricted to authorized personnel only. Measures are in place to prevent unauthorized access and to protect the physical integrity of Village systems.

Incident Reporting and Compliance

1. Incident Response: The Village shall maintain a documented Incident Response Plan that includes: (a) clear escalation steps; (b) identification of responsible officials and alternates; (c) communication channels for internal and external reporting; (d) procedures for containment, eradication, and recovery; and (e) timelines for each phase of incident response. The Plan shall be reviewed and updated annually.

2. Incident Reporting: In the event of a cybersecurity or ransomware incident, the Village must notify the executive director of Ohio Homeland Security within the Ohio Department of Public Safety as soon as possible but no later than seven days after discovery, and the Auditor of State as soon as possible but no later than thirty days after discovery, in the manner prescribed by those offices.

3. Ransomware Payment Restrictions: The Village is prohibited from paying or complying with ransomware demands unless a formal resolution or ordinance is passed by the Village Council, justifying why such payment is in the best interest of the Village.  Any request for ransom payment must be accompanied by a written report documenting the incident, alternatives considered, and the rationale for recommending payment. 

Compliance Measures

1. Program Review and Approval: The legislative authority of the Village shall formally adopt this cybersecurity program by resolution or ordinance, and shall review and re-adopt or amend it as necessary to ensure compliance with state mandates and emerging threats. 

2. State Support and Resources: The Village will leverage state-led programs such as the Ohio Cyber Integration Center (OCIC) and the Ohio Persistent Cyber Initiative (O-PCI) for risk assessment, training, and incident response planning. 

3. Compliance Testing: The Village will participate in compliance testing and assessments as required under applicable Ohio audit and compliance standards. Procedures and practices will be updated as necessary to ensure ongoing compliance with state requirements and best practices.  Third-party IT or cybersecurity partners may be engaged to support detection, incident response, recovery, and compliance testing, provided that contractual agreements bind them to these statutory requirements.
 
Confidentiality of Cybersecurity Program Records

Records, documents, or reports related to the cybersecurity program and framework, and the reports of a cybersecurity incident or ransomware incident shall be treated as non-public records under ORC § 149.43(E).

Classification of Cybersecurity Procurement Records

Records that identify cybersecurity-related software, hardware, goods, and services, which are either under consideration for procurement, have been procured, or are currently in use by the Village, shall be treated as security records under ORC § 149.433 and exempt from public disclosure.

Conclusion

This Cybersecurity Program shall be formally adopted by resolution or ordinance of the Village Council, which serves as the legislative authority for the Village. The Council shall review and re-adopt or amend this Program at least annually, or as needed to address changes in law, technology, or the cybersecurity threat landscape.




